BO CONG AN CONG HOA XA HQI CHU NGHIA VIET NAM

CONG AN TINH NGHE AN Poc lap - Tw do - Hanh phic
S6: 1498 /ICAT-PAOS Nghé An, ngay 24 thdng 3 nam 2025
V/v ra soat khic phuc diém yéu
hé théng thong tin

Kinh giri: UBND tinh Nghé An

Qua cong tac trinh sat, nim tinh hinh, ra soat, bao dam an toan, an ninh
mang d6i voi cac hé thong thong tin thude Dé an 06, Bd Cong an da phat hién
diém yéu trong viéc thiét 1ap cau hinh trén thiét bi can bang tai F5 Big-IP géy
nguy co 16 lot cau tric mang bén trong he théng thong tin. Van dé nay la diém
yéu c6 thé bi loi dung trong cac cudc tan cong mang vao hé théng, cu thé nhu
sau:

Khi mot nguoi dung internet truy cap vao Hé thong thong tin giai quyét
thi tuc hanh chinh cua tinh A, thiét bi c4n bing tai thuc hién diéu huéng yéu cau
truy cdp vdo mdt may chi ing dung bén trong hé théng va gitr phién truy cép
cua nguoi dung d6 voi may chu Umg dung thong qua gia tri cookies trén trinh
duyét web do thiét bi can bang tai tao ra. Néu gié tri cookies nay duoc thiét lap
tao theo co ché mac dinh thi d& dang giai ma theo nguyén téc tao cua hang san
xuat thiét bj can bang tai. Khi d6 s& dé 16 02 thong tin nhay cam, gdm: tén thiét
bi giai phap can bang tai va dia chi IP, cdng két ndi cuia may tinh v6i may chu
ing dung ndi bo bén trong hé thong.

Vay, Céng an tinh Nghé An kinh béo céo, dé xuit UBND tinh chi dao cac
S&, Ban, Nganh, UBND céc cap to chirc ra soat, khic phuc (néu c6) déi véi hé
théng thong tin thudc hé thong dich vu cong truc tuyén (kém theo Hueéng dain
khai théc va khdc phuc).

Cong an tinh Nghé An phéan cong d/c Trung ta V6 Thanh Liém — cén bo
Phong PAOS (SDT: 0977499007) lam dau mbi phuy trach huéng dan./.

Noi nhan: _
- B/e Giam déc CAT (dé bdo cdo);
- Nhu trén (dé thuee hién);

- Luu: VT CAT, PAOS(VT%/

Pai ta L& Vin Thai







PHU LUC
HUGONG DAN KHAI THAC VA KHAC PHUC DIEM YEU BAO MAT

Quy trinh phat hién va giai ma thu thap théng tin dia chi IP ndi bé:

Buéce 1: Khéi dong trinh duyét, bat tinh ning developer Tools bing céch
nhin phim F12, chon theé “Network” trén trinh duyét.

Buéc 2: Truy cdp trang web can kiém tra, tim thong tin cookies trong
Request Header. Nhan biét diém yéu bio mat néu cé tién t4 BIGipServer
(thiét bj F5 Big-IP) va gia tri cookies c6 cAu tric dang 890742538.20480.0000
(dia chi IP prlvate Cdng két ndi t6i may chu bén trong)
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Théng tin cookies cia hé thong théng tin giai quyét thu tuc hanh chinh
Bude 3: Thu thip, phén tich thong tin tir cookies
BIGipServerPool_14.225.196.7 80=890742538.20480.0000

- Tham sb BIGipServerPool 14.225.196.7 80 c¢é cAu tric
BIGipServer_PoolName. Hién tai d6i v&i hé théng nay, PoolName st dung
dia chi IP public (14.225.196.7) ctia hé théng.

- Tham s6 890742538.20480.0000 c6 chu trac IPprivate.Port.0000 thé
hién may chi {mg dung bén trong hé théng xir Iy céc truy vén ciia ngudi ding
(ving mang mdy chi img dung ndi bd). Thyc hién giai ma tham sb nay:

+ Gia trj dia chi IP dang thép phén 890742538, chuyén ddi sang Hex
duoc 3517A70A tuong duong gié tri dia chi IP dang hex 35.17.A7.0A, dio




ngugc dia chi IP dang hex nhén dugc 0A.A7.17.35, di sang dang thip phan
s€ nhén dugc dja chi IP ndi bs 10.167.23.53 (day 1a nguyén tic tao gid tri
cookies méc dinh cua F5).

+ Gié trj cong két néi dang thap phan 20480, tinh toan theo nguyén tic
tao cookies ctia F5 s& nhan dugc gid trj cdng 80.

Buée 4: Phuong 4n khéc phuc

- T4t gi4 trj cookies nay néu khéng cin thiét;

- Néu sir dung thi thay di tién tb BIGipServer (khéng dé mic dinh) va
su dung thuat todn ma hoa gia tri cookies dugc tich hop sén trong thiét bj F5.



